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FTP, FTPS, and SFTP Commands


To connect to an FTP server and list files


get-ftp -server s1 -cred $cred�


To connect to FTPS/SFTP servers:


get-ftp -server s1 -cred $cred –ssh


get-ftp -server s1 -cred $cred –ssl explicit





To connect without PSCredentials (plain text user and password):


get-ftp -server s1 –user me –password mypass





To upload/download:


get-ftp -server s1 -cred $cred –localfile C:\ulme.txt


get-ftp -server s1 -cred $cred –remotefile dlme.txt





For more examples, see �HYPERLINK "http://geekswithblogs.net/lance/Default.aspx"�http://geekswithblogs.net/lance/Default.aspx�
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LDAP/Active Directory


Bind/Authenticate:


get-ldap -server myserver -binddn DOMAIN\Administrator -password (read-host -assecurestring "Pass:")  or�get-ldap -server myserver -cred $ldapcred


Search for a user:


get-ldap -server myserver -cred $ldapcred -dn "cn=Users,dc=DOMAIN" -search "cn= Bob"�


For more examples, see �HYPERLINK "http://geekswithblogs.net/lance/Default.aspx"�http://geekswithblogs.net/lance/Default.aspx�











SSH/Remoting


SSH Remoting Server: �HYPERLINK "http://www.nsoftware.com/powershell/remoting/default.aspx"�http://www.nsoftware.com/powershell/remoting/default.aspx�


�Invoke remote SSH execution:


invoke-ssh –server s1 -cred $mycred -command ls


Rexec/Rshell:


send-rexec -server myserver -cred $mycred -command "ls -l”








For more examples, see �HYPERLINK "http://geekswithblogs.net/lance/Default.aspx"�http://geekswithblogs.net/lance/Default.aspx�








Compression/Decompression (ZIP, Gzip, tar, jar, self-extract)


Create archive:


write-zip -Input C:\temp\* -Output C:\archive.zip –format zip


Read zip contents:


read-zip C:\archive.zip


Extract zip archive:


read-zip C:\archive.zip -output C:\Archive\output\








Convert (encode/decode) Data


Specify original “-data” and “-to”/”-from” formats:


convert-data -data "Hi there" -to hex


convert-data -data "Hello" -to base64











DNS Resolution


Use get-dns to query records


get-dns nsoftware.com A


get-dns microsoft.com MX





Messaging (Jabber/XMPP, SMS/SMPP, Pager/SNPP)


Send an IM over Google Talk:


send-im -server talk.google.com -cred $gmailcred -recipient lmrobins@gmail.com -message "Hi" -ssl explicit


Send a Jabber/XMPP message:


send-im –server myserver –cred $mycred –recipient you@there –message “Hello there!”


Send an SMS/SMPP text message:


send-sms -server smpp.clickatell.com -port 2345 -cred $mycred -systemtype 480826 �     -recipient 19199318503 -message "Hello from NetCmdlets"





Sending and Receiving Email (IMAP, POP, SMTP)


Send email:


send-email -server here -from me@here –to you@there -subject  “test” -message "Hi there!" -attach"C:\test.txt"


List messages in IMAP mailbox:


get-imap -server myserver -cred $mycred


Search for messages in IMAP mailbox:


get-imap -server myserver -cred $mycred -search "FROM @there.com"


List messages in POP mailbox:


get-pop -server myserver -cred $mycred





To read a specific message, use the –view parameter.





Http GET/POST


Simple HTTP GET:


get-http -url https://s1.com, http://s2.com


With authentication:


get-http -url http://s3.com/ -digest -cred $cred�Get an RSS feed:


get-rss -feed http://www.nsoftware.com/rss/


Simple HTTP POST:


get-http -url https://s1.com –variablename “name” –variablevalue “Lance”











NNTP/Usenet Newsgroups


List articles in a group


get-nntp –server msnews.microsoft.com –newsgroup microsoft.public.xsl -list 5


View a specific article


get-nntp –server msnews.microsoft.com –newsgroup microsoft.public.xsl -view 51


Post a new or reply article


send-nntp -server msnews.microsoft.com -newsgroup microsoft.public.test.here -message "test" -from "test@netcmdlets" -subject "this is a test"








Network Management (Network/SNMP/Syslog)


Monitor network traffic:


get-packet -time 5


Ping a remote server:


send-ping -server myhost -count 5


SNMP agent discovery:


get-snmp -agent 10.0.1.255 -oid sysName.0, sysDescr.0


SNMP walk:


Get-SNMP -agent 10.0.1.11 -oid ifTable –walk


Send an SNMP trap:


send-trap -manager 10.0.1.255 -oid coldStart.0


Monitor incoming SNMP traps:


get-trap -localIP localhost -time 5


Send syslog messages:


send-syslog -server myserver -facility 2 -severity 6 -message hi









